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I'm Joint Author Of:

APE (PRIMATEs) (FSE 2014)

�

Lightweight permutation-based authenti
ated en
ryption

�

On-line misuse resistan
e, Releasing Unveri�ed Plaintext

(RUP) se
urity

�

PRIMATEs: Se
ond-round CAESAR 
ompetition

Chaskey (SAC 2014)

�

MAC algorithm for mi
ro
ontrollers

�

# 1 a

ording to FELICS �gure of merit

�

ISO/IEC 29192-6 (draft)

Simpira (ASIACRYPT 2016)

�

Family of permutations based on AES round fun
tion

�

This presentation...
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Ba
kground

AES Instru
tions

�

Introdu
ed by Intel (later AMD, re
ently ARM)

�

On Intel Skylake: AESENC (1 round of AES)

�

Laten
y: 4 
y
les

�

Throughput: 1 
y
le
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y: 4 
y
les

�

Throughput: 1 
y
le

Fo
us: Throughput, Not Laten
y

�

Requires parallelizable mode or independent data

�

Problem inherent to AESENC!

Example to Motivate AESENC: Google Chrome

�

Re
ent 64-bit pro
essors: AES-128-GCM

�

If no AES instru
tions: ChaCha20-Poly1305
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Limitations of AES

Key S
hedule: Round Keys

�

Cal
ulate on-the-�y or store se
urely

�

Tweak: not supported
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Limitations of AES

Key S
hedule: Round Keys

�

Cal
ulate on-the-�y or store se
urely

�

Tweak: not supported

Blo
k Size: Always 128 Bits

�

Most modes of operation: inse
ure after ∼ 264 blo
ks

�

No se
ure hashing

Alternatives?

�

Rijndael with 256-bit blo
k size? SHA-2? ...?

�

Faster solution: Simpira
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Design of Simpira

Family of Permutations

� 128 × b bits, b ∈ N
+
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Design of Simpira

Family of Permutations

� 128 × b bits, b ∈ N
+

Building Blo
k

� b ≥ 2: (generalized) Feistel stru
ture

�

Feistel F -fun
tion: two rounds of AES

�

AESENC: �free� XOR: add 
onstant, 
ombine bran
hes

Design Goal

�

Se
ure up to 2128 queries, very easy analysis

�

Throughput: # 
y
les ≈ # AESENC instru
tions
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Design Requirements

Number of Rounds

� ≥ (# rounds: 25 a
tive S-boxes) ×3

� ≥ (# rounds: full bit di�usion) ×3

�

Note: same se
urity for π and π−1
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Design Requirements

Number of Rounds

� ≥ (# rounds: 25 a
tive S-boxes) ×3

� ≥ (# rounds: full bit di�usion) ×3

�

Note: same se
urity for π and π−1

E�
ien
y

�

Smallest number of F -fun
tions

Extra

�

Multiple options: 
hoose simplest design!
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Simpira: b = 1

F

x0

128

AES Permutation

�

Rounds: 6

�

# AESENC: 12
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Simpira: b = 2

F

x0 x1

128

Feistel

�

Rounds: 15

�

# AESENC: 30
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Simpira: b = 3

F

x0 x1 x2

128

Type-1 GFS (Zheng et al.)

�

Rounds: 21

�

# AESENC: 42
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Simpira: b ≥ 4 (ex
ept b = 6 and b = 8) v1

F F · · ·

· · ·

x0 x1 x2 x3 x4 x5 xb−2 xb−1

128

Yanagihara-Iwata: Type 1.x (b,2) GFS

�

Feistel rounds: 6b− 9

�

# AESENC: 24b− 36
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Simpira: b = 6

F F F

x0 x1 x2 x3 x4 x5
128

Suzaki-Minematsu Improved Type-2 GFS

�

Feistel rounds: 15

�

# AESENC: 90
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Simpira: b = 8

F F F F

x0 x1 x2 x3 x4 x5 x6 x7
128

Suzaki-Minematsu Improved GFS

�

Feistel rounds: 18

�

# AESENC: 144
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Atta
k on Simpira v1

Dobraunig et al. (SAC 2016)

�

Collision on Simpira-based hash fun
tion (b = 4)

�

Full-round atta
k, 
omplexity 283 (<2128)
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Dobraunig et al. (SAC 2016)

�

Collision on Simpira-based hash fun
tion (b = 4)

�

Full-round atta
k, 
omplexity 283 (<2128)

Rønjom (ePrint 2016/248)

�

Invariant subspa
e atta
k (b = 4)

�

Independent of # rounds, 
omplexity: 2 queries (!)

Underlying Problem: Yanagihara-Iwata Type 1.x GFS

�

Careful with independen
es! Cryptographi
 permutation

6= Markov 
ipher with independent subkeys

�

Invariant subspa
e atta
ks: often overlooked

�

Fix: strengthen round 
onstants, repla
e Type 1.x GFS
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Simpira: b = 4 v2

F

x0 x1 x2 x3

F

128

Type-2 GFS (Zheng et al.)

�

Feistel rounds: 15

�

# AESENC: 60
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Simpira: b ≥ 5 (ex
ept b = 6 and b = 8) v2

Dedi
ated Constru
tion

�

Iterate this three times

�

# AESENC: 24b− 36
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Ben
hmarks (π and π
−1
)

Speed

�

Theory: up to 512 bits: < 1 
/B, large b: 1.5 
/B

�

Non-interleaved inputs: up to 1024 bits: overhead < 3%

�

Interleaved inputs: overhead < 3%, even for 4 kB inputs
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Some Appli
ations

Permutation-based Hashing

�

E�
ient pro
essing of long and short messages
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Permutation-based Hashing

�

E�
ient pro
essing of long and short messages

(Tweakable) Even-Mansour Blo
k Cipher

� EK = Simpirab(P ⊕K · T )⊕K · T

�

Tweak: T ≥ 1, no tweak: T = 1

�

Permutation size larger than K · T : zero padding

Robust Authenti
ated En
ryption

�

En
ode-then-en
ipher with Even-Mansour

�

En
oding: multiple of 128 bits
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Con
lusion

Simpira

�
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� 128 × b bits, b ∈ N
+
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Con
lusion

Simpira

�

Family of permutations

� 128 × b bits, b ∈ N
+

Design

�

Building blo
k: two rounds of AES

�

Se
urity up to 2128 queries

�

Simple design: easy se
urity analysis

Speed

�

Theoreti
al optimum: one AESENC every 
lo
k 
y
le

�

Short inputs: 1 
y
le/byte, large inputs: 1.5 
y
les/byte

�

Ben
hmarks: negligible overhead (<3%)
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Questions?
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Supporting Slides
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Algorithm 1 AESENC

1: pro
edure AESENC(state, key)

2: tmp ← state

3: tmp ← ShiftRows(tmp)

4: tmp ← SubBytes(tmp)

5: tmp ← MixColumns(tmp)

6: state ← tmp ⊕ key

7: return state

8: end pro
edure

Algorithm 2 Fc,b(x)

1: pro
edure Fc,b(x)

2: C ← SETR_EPI32(c, b, 0, 0)
3: return AESENC(AESENC(x,C), 0)
4: end pro
edure

21 / 19



Algorithm 3 Simpira (b = 1)

1: pro
edure Simpira(x0)

2: R← 6
3: for c = 1, . . . , R do

4: x0 ← Fb,c(x0)
5: end for

6: InvMixColumns(x0)
7: return x0
8: end pro
edure

Algorithm 4 Simpira

−1
(b = 1)

1: pro
edure Simpira(x0)

2: R← 6
3: MixColumns(x0)
4: for c = R, . . . , 1 do

5: x0 ← F−1

b,c (x0)
6: end for

7: return x0
8: end pro
edure
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